MeToauvecKkue peKOMeHIALMH ISl POAUTEJIel M0 00ecnedYeHn 0
KOHTEeHTHOM puiibTpanuu romMamuero Murepuera ais 00y4aromuxcs

Jlnst  orpaHMueHUs JOCTyNa JeTed K HeXelaTelbHOMY, ONacHOMY
KOHTEHTY B HACTOsIIee BpeMs HMEETCS BO3MOXKHOCTh BBIOpaTh Kak
KOMMEpPUECKOe, TaK U CBOOOTHO paclpoCTpaHsIeMOoe MPOrpaMMHOE 0OecTIeueHIE
u cepBuchl, aubO0 Tapudueie onuuu HHTEepHET-IpoBaiinepoB, TUOO
CHeIHabHBIE BOBMOXHOCTH aHTUBHPYCHBIX MTPOTPAMM.

[Mpunuun paboTel 3TUX cHUCTEM OOBIYHO CTPOUTCS HAa UYEPHBIX
(3ampemieHHBIX) W OenmbIX  (pa3pelieHHBIX) CHOHCKax, JWUOO Ha OCHOBE
¢unbTparuu. Haubomnee mmpokoe pacnpocTpaHEHHE MONIYYUIU TPU alTOpUTMA
buabTpanuu:

¢unbTpansl MO  KIIOYEBBIM  ClIoBaM  (KOHKPETHbIE  cJioBa WU
CJIOBOCOYETAHMSI UCIIOJIb3YIOTCA JUIsl BKIIFOUEHUS OJIOKUPOBKU BeO-caiiTa);

IUHamMuueckast GuiabTpauus (CoAepKUMOE 3anpalunBaeMoro Bed-pecypca
aHaJIM3UpYyeTCs B MOMEHT oOpallleHus, 3arpy3Ka CTpaHHI] pecypca B Opaysep
OJIOKUPYETCs, €CIIN COACPKUMOE ONPEACIIAETCS KaK HEeXEIaTeIbHOE);

URL-dpunpTpanust (3ampammBaeMas CTpaHHWIIA WM UEJIbIA  JOMEH,
Hanpumep, dosug.nu, MOTyT OBITH OIpEAeNCHbl WU KAaTeTOPUPOBAHBI Kak
HEXKENaTeNbHBII pecypc, BCJIEACTBHE YEro JOCTYNl K TaKUM CTpaHUIAM
OJIOKUpyeTCs).

Jlyymme B MHpe CHUCTEMbl KOHTEHTHOW (unbTpanuu ucnoiabzyor URL-
(GunpTpaIyo, OCHOBaHHYIO Ha aHalu3e W Kareropusanuu HMHTepHET-pecypcoB.
Takoll mexaHu3M nOpu3HaH HauOojee >P(GEKTUBHBIM METOIOM (UIbTPALMH
KOHTEHTA.

Jis  orpaHMuyeHuss  JOCTyla  HECOBEPLIEHHOJETHMX  JHUI K
HEXKENIaTeIbHOMY HJIM ONAaCHOMY KOHTEHTY C HACTOJIbHBIX KOMIIBIOTEPOB U
MOOMJIBHBIX YCTPOMCTB MOXHO HCIOJIb30BaTh JAONOJHUTEIbHbIE OILMH,
npeajaraembie O0oabmIMHCTBOM WHTepHeT-mpoBaiaepoB. /[l 3toro
HEOOXOMUMO OOpaTUTHhCS B CIHYXKOy TEXHMUECKOW TMOJJEPKKH MpoBaigepa
(teneon maHHOW Ciy’)KObl OOBIYHO YKa3aH B JIOTOBOPE) U BBICKA3aTh
MOXKeTaHWe TMOAKIIOYCHNUS JaHHOW ycmyru. Jlamee HeE0OXOIWMO CleI0BaTh
MHCTPYKIUSM OIlepaTopa.

MoXHO Takke WCIOIb30BaTh CHENHAJU3UPOBAHHOE TPOrpaMMHOe
ob0ecrieueHue U cepBuchbl. Hanbomnee momynsipHble, HEKOMMEPYECKHE BEPCHUU:
SkyDNS, NetPolice Child, Eyes Relax, Parental Control Bar, Norton Online
Family, NetPolice Lite. [ToMumMO 3TOro CyIIecTBYyeT BO3MOXKHOCTh BBEIICHHUS
OTpaHWUYCHHUS JOCTylla K HEXKEJIaTeJbHBIM CalWTaM IyTeM YCTaHOBKH
nomonHeHu# (pacmpenuit) B HWHTepHeT-Opay3epax, Takux Kak: Internet
Explorer, Mozilla FireFox, Chrome, Opera u apyrux.

OOparraeM BHMMaHHE, YTO Ha JOMAIIHUX KOMIBIOTEPAX TaKkKe MOMXKHO
3a/IeiCTBOBaTh AHTHBUPYCHbIe MporpaMmbl ¢ ¢yHkiueil «Poaurenbckuit
KOHTPOJIbY», KOTOPbIE MOTYT 3aIlIMTUTh PeOEHKA OT HEKEeJIaTebHOr0 KOHTEHTA.
B ocHoBHOM 3TO0 KOMMepueckue mpoaykThl: Kaspersky Internet Security 2012,



Kaspersky Crystal, Kaspersky Internet Security 7.0, KinderGate Poautenbckuii
kouTposib, ChildWebGuardian, Spector Pro 6.0, KubepMama, Eset Nod32 wu
IPYTHX.

OpHako CyIIeCcTBYIOT M OeciulaTHbIE NPOJYKThI, Hampumep, Avira Free
Antivirus 2013 ¢ Be6-npunoxxenrem Avira Free SocialShield.

Hcnonp3oBanne QPyHKIIUU POMUTEITHLCKOTO KOHTPOJS MOAPOOHO OMHUCAHO
B MHCTPYKITUSX TIOJIL30BATEIIA JIJIsl aHTUBUPYCA.

Crout 06paTuTh 0c000€ BHUMaHNE HA HATU4Ke QYHKIIUUA POJAUTEIHCKOTO
KOHTPOJIA TpU TPHOOPETCHUH AHTUBHPYCHOM MPOTPAMMBI IIM TIPOJJICHUH
JULEH3UM Ha  CIEAyIOIMHA Toj, COOOIUTh O  BallleM >KEJIaHUU
pacpoCTpaHUTENI0  MPOTpaMMHOTO  oOecredeHusi.  [IpakTmdecku  Bce
COBpPEMEHHbBIC pa3paOOTYUKU aHTUBUPYCHBIX IMAKETOB UMEIOT B CBOEM apceHalie
OPOAYKTHI JIsi oOecriedeHus Oe30MacHOCTH pedeHKa B CeTH, OJIOKUPOBKU
HEXKEJIATeIbHOTO U OMMACHOTO KOHTEHTA.

Bosmoosicnocmu pooumensvckozo konmpons.

1. Qunempor web-catimos.

CrnoBa-3ampetsl (QuiibTpsl). Bel 3a7aeTe HaOOp KIIIOUEBBIX CJIOB, M €CIIH
4YTO-TMO0 M3 HMX CIHUCKa OOHapyXuBaeTca Ha web-cTpaHulle, TO OHa He
OTKPBIBACTCA.

Coznanue 6Oenoro cnucka. boiee )XecTKui ciocod KOHTPOJIA, KOT/la BbI
CaMOCTOSITENIbHO COCTaBIII€Te O€Nblii CHUCOK CalWTOB, KOTOPBIE MOXKET
noceniaTb peoeHoK.

Co3pnanue 4epHOro cnucka. B 4epHOM CIHMCKE yKa3bIBAIOTCS CaWThI, Ha
KOTOpble peOEHKY 3axoAuTh 3ampenieHo. llpunoxenue paboraer ¢ 06a30il
JTAHHBIX, TJIC COJEPKATCS CAMThI JJisA B3pOCHbIX. KpaitHe kemaTenbHO, YTOOBI
CIIUCOK PETyJIIpHO OOHOBIsIcA 4Yepe3 VHTepHeT, WHaue MOSBICHHUE HOBBIX
pecypcoB OBICTPO ClIEeTAeT 3alUTY HEAKTyalbHOW. PoguTenu MOTYyT paciimpsTh
YEpHBIA CIUCOK CaWTOB HA CBOE YCMOTPEHHME, IPU JKEIAHUW, WCIOJIb3YS
aBTOMATU3UPOBAHHYIO0 MH(GOPMAIIMOHHYIO CUCTEMY BEJIEHUS M HCIIOIH30BAHUS
0a3bl JAaHHBIX O CaWTaxX, COJAEpIMKAIIMX 3aMpeniéHHYI K paclpoCTPaHEHHUIO B
Poccun wunbopmanuio, yrBepxkaeHHYO I[loctanoBinenuem IIpaButenncTBa
Poccuiickoit ®enepanun ot 26 okTsa0pss 2012 roma Ne 1101 «O  eaunoi
aBTOMATU3UPOBAHHOU MHGOPMAIMOHHON cucTeme «ENUHBINA peecTp JOMEHHBIX
VIMEH, yKasareneu CTpaHULI CalTOB B MH(}OPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHOM ceTH «IHTEpHET», U CETEBBIX aAPECOB, MO3BOJISIOIINX
uaeHTUGUIMpoBaTh callThl B MHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON CETH
«HTepHeT?, coaepxkamue WHOOPMAIUIO, PACHPOCTPAHCHHE KOTOPOH B
Poccutiickoit ®enepanuu 3anperaeno»» (https://reestr.rublacklist.net).

2. OcpanuyeHue 6pemenu, NPOBOOUMO20 PEOEHKOM 3a KOMNbIOMEPOM.
Onpenensiiite pacnucaHue IMOJb30BaHUS KOMIbIOTEpOM ©  MHTepHETOM:
BbIOMpaiiTe JOMyCTUMOE BpEeMs CYTOK M MPOAOHKUTEIHHOCTh paboThl. Tak Bam
HE TPUACTCS MPOTOHITH PeOCHKAa OT KOMITBIOTEpAa M BCTYMAaTh B KOH(JIHUKT -
CEaHC 3aKOHYUTCS caM coOO0M.



3. VYemanoska 3anpemos Ha ucnonvzosanue OembMu  OMOENbHBIX
npoepamm. Bo wu30ekaHWE pa3NIUYHBIX HEIOPAa3yMEHUH PpOJUTEIN MOTYT
OTPAaHUYUTH CIHUCOK WCIOJIB3YEMBIX PEOCHKOM MPOrPaMMHBIX TIPOJYKTOB.
BoNBIIMHCTBO COBPEMEHHBIX OIMEPAIIMOHHBIX CHCTEM HMEIOT B CBOEM COCTaBE
MHCTPYMEHT JIOCTYIa IOJIb30BaTeNeii K MPOTpaMMHBIM IMPOIYKTaM, YTO JacT
BO3MOXXHOCTh ~ OTpaHMYEHHMs  JOCTyma  peOeHKa K  HeXKellaTeIbHbIM
MIPOTPAaMMHBIM MPOAYKTAM.

4. Vnpaenenue oocmynom K ucposviM npunodxceHusm. Bo3MOoxKHOCTH
POIUTENBCKOTO KOHTPOJISI MO3BOJISIIOT MOMOYb JETSIM Hrpath B Oe30macHbIe,
ApYKeMo0HbIe, 3aHUMATENbHBIE M OOYYarollMe HWIPbI, COOTBETCTBYIOIIME HX
BO3pacTy. B yacTHoCcTH, poauTenu MOTYT OJIOKMPOBAaTh Kak BCE HMIPBI, TaK U
TOJIbKO HEKOTOpBI€ U3 HUX. J|OTMOJHUTENBHO POJIUTETN MOTYT YCTaHABJIMBATh
paspelnieHue WM 3anpeT Ha JOCTYNl K OTACJIbHBIM HWIrpaM, HCXOAS U3
JOIyCTUMOM BO3PACTHOM OLIEHKU U BBIOOpA THIA COAECPKUMOTO.

5. XKypnan omuemoe o pabome pebenka 3a xomnviomepom. C 1eNbIO
aHaJu3a TOTrO, 4YeM 3aHUMalici PEOEHOK 3a KOMIBIOTEPOM B OTCYTCTBHE
B3pOCJBIX, KaKhe TMpOrpaMMbl 3alyCKall, KaKhe CalThl NPOCMATPUBAI B
WuTepHere, ¢ keM o01maics U T.A., POAUTEIbCKUNA KOHTPOJIb BEJET ayAUT BCEX
JNEUCTBUM TOIPACTAIOLIECTO MOJIb30BaTeNsA. B KypHan 3amuchlBaroTCs aapeca
MMOCENMICHHBIX JeThbMHU cTpaHull IHTepHEeT. B HEKOTOPHIX porpaMmax KypHail ¢
OTYETOM MOXXHO TIONy4YaTh MO 3JIEKTPOHHOU MOYTE, YTO OYEHb YIAOOHO, €CIH
POJIUTENb HaXOAUTCS BHE JOMa, U XOYET MPOCMOTPETh, KaKHe CalThl MOCEIIal
peOeHOK.

Eme pa3 HE0OOX0AMMO HAMOMHHTH, YTO NJS OTPaHUYEHHUS OOCTyHa K
HEXeJNaTeTbHOMY, ONAaCHOMY KOHTEHTY B HACTOSIIEE BpeMsS HMEETCS
BO3MOKHOCTb BbIOpaTh Kak KOMMEPUYECKOE, TaK U CBOOOJHO pacHpOCTpaHsIeMOe
IpOrpaMMHOE OOecCIeYeHue W CepBUCHI, JMOO TapudHbie omuu HHTEepHET-
IPOBaIepoB, MO0 CIEIHAIbHBIE BOBMOXHOCTH aHTUBUPYCHBIX MTPOTPaMM.



